DATA PROTECTION
ESSENTIAL PRINCIPLES

Humanitarian Ethics
Risks & opportunities




The principle of humanitarian Ethics

The Responsible Data Management is at the crossroad of Data
Protection and Humanitarian principles.

It is an essential ethical concept inherent to the sector.
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“Do No harm”
Avoid to expose individuals to
additional risks due to its actions.

Looking further, ensure “Do no
DIGITAL harm” in this era of
digitalization of the humanitarian
and aid sector.



What means "harm" in the digital era?

What are the risks?

Targeting

l'...'l When the localization or new information on specific groups
l_'.‘ become public knowledge, individuals concerned become

vulnerable and more at risk.

Radicalization

o
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Armed groups can exploit private informations to recruit or enlist m

individuals.

Attacks

\'o Data reveal people's locations rendering them easy targets for
;i\- organized crimes.
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What means "harm" in the digital era?

What are the risks?

Conflict

Data about cultural, political or religious views could incite
M4 hatred/violence between rival communities.

Excommunication

Communities could ostracize individuals on the basis of private
information revealed about their religious beliefs.

Stigmatization

’H.\:' Data leaks about the past, political orientation or health of

o groups/individuals can damage their reputation.
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But also, a virtuous circle

This is an opportunity, too:

Q Respect the rights and dignity of the people you wish to protect and
help.

@ Reinforce good practice in data management in your organization or
s+ mission, with a focus on new technologies.

4
ra Reinforce confidentiality as a way of working.

... Improve beneficiaries'/authorities'/donors' trust in your organization
?\i by complying with internationally recognized standards of personal data
protection.
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What about your programs?

What do you think about the previous statements?

By which extent can the digital transformation of the humanitarian

work have a risk-multiplying effect on incurred risks by
beneficiairies or the organisation staff?

Do you have any example?
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